Cherwell Service Management®

TeamViewer mApp

Platform Version Requirements: 9.3.2 or later.
Out-of-the-Box Content Version Requirements: 9.3.2 or later (exception 9.4.0a)
Overview

The TeamViewer mergeable application (mApp™) integrates TeamViewer remote control and
chat capabilities with CSM. The integration allows CSM users to initiate remote control sessions
from within an Incident.

This mApp includes multiple features, including Stored Values (Client ID, Client Secret, State
Value for Browser, Browser Close TeamViewer Session), Web Services (TeamViewer
Authorization, TeamViewer Sessions, TeamViewer retrieve code), and One-Steps (Create
TeamViewer Session, Close TeamViewer Session, Send TeamViewer Session Email, Automated
Delete of TeamViewer Session, Browser Client TeamViewer Token Section, Browser Close
TeamViewer Session), Business Objects to store TeamViewer Data (TeamViewer Session,
TeamViewer Token), Stored Expression (CurrentDatePlusOneDay) Images (TeamViewer.jpg),
and an Automation Process (Automated TeamViewer Cleanup) .

How the mApp Works

CSM provides the TeamViewer integration as a mApp so that Users can easily incorporate
remote session functionality into their existing CSM system.

The mApp includes the following items:

Category Item Typical
Merge Action
Business Object Incident Relationship Import

e Incident USER Owns TeamViewer User Token
e Incident Owns TeamViewer Session

Incident Form
e TeamViewer

Business Object TeamViewer Session Import
Business Object TeamViewer Token Import
One-Steps e (Create TeamViewer Session Import

e C(Close TeamViewer Session

e Send TeamViewer Session Email

e Browser Client TeamViewer Token Section
e Browser Close TeamViewer Session

e JoinAsAdmin TeamViewer

Stored Values e C(lientID Import
e (lient Secret

e (lose CodeVerifier for Browser
e (lose State Value for Browser

e (CodeVerifier for Browser
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e State Value for Browser

e TeamViewer Sessions
e TeamViewer retrieve code
e TeamViewer Ping

Stored Expression e CurrentDatePlusOneDay Import
Images e TeamViewer.jpg Import
Web Services e TeamViewer Authorization Import

Merge Action Key:

target system).

e Import: Add new item.
e Referenced by the mApp, but not altered in any way. The mApp includes the
definition for informational purposes only (the definition is not imported into the

Applying the TeamViewer mApp

To apply the mApp, perform the following high-level steps: (the screen shots provided may
vary, depending on systems and versions)

1. Download the mApp from the CSM mApp Exchange and save to a location where you
have access to apply it to your system.

2. Apply the mApp using the Apply mApp wizard in CSM Administrator. The Apply
mApp wizard generates a Blueprint.

File Help

* Common Tasks
© Create a new Blueprint
QOQEF 20200730-01-V10...

eEdlt security groups
e\’\aw logged-in users

© site Manager

»

Cateqories

A Home

'gu Automation Processes
M Blueprints

A9 Browser and Mobile

E Database

B2 E-mail and Event Monitoring
2 F Globalization

¥ mApo:

ﬁPer"ormar‘cE

[ scheduling

B secwity

QSemms
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¥ Apply mApp Wizard - TeamViewer

‘ mApps A

Pick a task...

© view installed mApps
Q Go to mApp Marketplace
© set Designer ID

© Vview mApp History

cherwell

© Apply a mApp

© create a new mApp
© Edit TeamViewer.mAppBP
© Edit an existing mApp

Back to categories

TeamViewer

Created by TeamViewsr

This wizard will quide you through the process of selecting how the mApp should be
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3 Apply mApp Wizard - TeamViewer x

License Information

L

Please carehly review e following information

aution or mody some of your Performing a system backup is highly

committedfo your system.

Youwil have
Hawever. ance the mApp is applied. the changes are permanentand cannot be undane.

Please ensure that you understand the implicatians of appl App ta your We swongly
commitling f1io your

you o consider

Please refler 1o the mApp Tems of Service for more information.

O Ma. | do ot pecept the tems

Fanish Cancel

| 80 Apply mapp Wizard - Teamviewer X

This mApp doas notinclude ranslation infarmation

Select the target translation cultre 10 use forthis mAp:
' English (United States) (en-US) .

<Back Finish

Cancel

| ¥ Apply mApp Wizard - TeamViewer x®

How automatic should the merge process be?

() Ask me abiou every decision
@[ Make reesonable decisions. but ask me f unsurg

() Don't ask me unless abschutely necessary

@Help
Note thatyouwill have the optianta see 3l ofthe changes before snyting is actally modied wihin your system

Cancel

Merge Actions for Incident Child

Merge Actions and Target Items for Incident Children
mapp ltem - | Merga Acton Targat item

Relationships

ncident Ovns TeamView... Overwiite
Incident USER Owms Tea,

Incident Ovms Teamviewer Session

Owerwrite Incident USER Owns Teamiewer

@ Help

Select e desited achon o taka far ach of e child objects of the currant business object and which abject you want o ovarwila or
merge. The bestmaich is selected by defaull You can also select an object with a simdar name or open a dialog to select any object of
tha 3ame type or create 3 new objact

Progress: 2% Finssh Cancel

¥ Apply mApp Wizard - TeamViewer '3

Summary of Changes

| ¥ Apply mApp Wizard - TeamViewer x

Final Options.

J Summary of Selected mApp Changes to Apply

mapp item + | Marge Action Targat Itam
+ - © Business Objects -
+ Ty Incident Don't change Inciderit
» @ TeamViewer Session Ovarwte Taamviewsr Session
» € TeamViewer Token Overmrite TeamViewer Token
- & 1mage definitons
& TeamViewerlcon Ovenwrite TeamViewerlcon
- #2 One-staps
## Browser Chent Teamviewer... Overwrite Growser Client Teamiewer To.
## Browser Close TeamViewer... Overwrits Growser Close TeamViawer Ses
Close TeamViewar Session Ovarwrita. Close TeamVigwar Session
## Create TeamViewer Session  Overwrite Create TeamViewer Session
£ JomAsadmin Teamviewar Overwrite JoinAsAdmin Teamviewer
23 Send TeamViewer Session E... Overwrite Send TeamViewer Session Email
- {7 Storad exprassins
7 CurrentDatePlusOneDiay Ovenwrite CurrentDatePlusOneDay
- B stored vakes
B ChentiD Overwrite Chent ID
B oot Secret Overwrita Chont Secret R

<Back Next> Finsh Cancel

Once the mApp merge process has completed:
(@ Open a Blueprint so that | can preview the changes
(O Attompt to puish the changes drectly
|
Dralp
Afar you cick Finish. tha merge pracess will run and will creata a Blueprnt. You can choase whelher you wani lo open and view fie
Bluepnmi {recommended) of immediately aiiempt io pusksh fie Blueprint
<Back Next> Finish | [ Cancal |
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3. While in the newly created Blueprint, select the Incident Business Object, select Form
Arrangement, scroll to the bottom of the forms on the left pane and drag the
TeamViewer form to the Tabs section of the screen. Right click on the TeamViewer tab
and you are able to select or deselect an icon for the tab. Select the Green Checkbox to

add this action to the Blueprint.

File View Edit Managers Tools Help

AZHOD XDEO D =M

Status form

Incident ~
Show Related ltem Navigation

[ Hide single tab
Relationships:

% Incident Business Object

h Incident Links Problem
-gi Incident Links CI SLA
Incident Links Customer SLA
-rh Incident Links Default SLA Ta
Incident Links Similar Incident
Majer Incident links Similar
Incident Owns SLM History
-3 Incident Links Default Service

h Incident Links Service SLA
—¢h Incident Links SLA Target Tin
Incident links to Status
--zh Incident Owns Approvals

7 Incident Owns Journals
¢ Incident links Major Incident
-~z Incident Links Configuration [t
-rh Incident Owns Tasks

7 Incident Links Customers Ope
g5 Incident Links Default Custom
Incident Links Default CI SLA
Incident Links Cl Target Time
5 Incident Links Customer Targ

4. This Blueprint can now be viewed and published to a test or live system to commit the

changes.
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Overview Activity Journals % TeamViewer Resolution Details Approvals (0) Tasks (0)

RESPOND WITHIN

rTeamViewer Session

Jo Create Session

Close Session

Share Session

borybroweer |
Part 2 Close Browser

Session Code

&

Value

Expiration Date

Value

Email link sent to Customer
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TeamViewer mApp for CSM Desktop Client

When complete, there will be a new Tab on the Incident business object with the integration
controls ready to use.

% TeamViewer "2 Joumals [= Tasks 5 Rose's Open Incidents [ Last 30 Day:

—TeamViewer Session

Create Session e

Using the TeamViewer mApp

To use the TeamViewer mApp, you must have a licensed CSM user and valid TeamViewer
credentials. You must be viewing a saved incident from either the Desktop or Browser Client.

To Create a TeamViewer session within CSM:

1. While in the Incident ticket, run the One-Step™ from the button on the TeamViewer Tab on
the Incident form (Desktop Client or CSM Browser Client 10.0). If a requestor is defined in the
ticket, their email address will be used for the TeamViewer session invitation email.

2. When using the Desktop client, a pop-up will appear within CSM, asking you to logon via a
browser session to TeamViewer, prompting you for your TeamViewer credentials, after that
process has completed and your information is validated, you will receive a message from
TeamViewer to return to the Cherwell record you were working on. In that record, click the
Close on the Pop up and the process will continue. An email will be generated to be sent to the
customer of that record with the link. After sending the email, the Join As Admin button will
appear and you can then launch the TeamViewer Session.

When using the Browser client, a pop-up will appear within CSM, asking you to logon via a
browser session to TeamViewer, prompting you for your TeamViewer credentials, click ok.
After that process has completed and your information is validated, you will receive a message
from TeamViewer to return to the Cherwell record you were working on. In that record, click
the Refresh button then go back to the TeamViewer Tab and click the Part 2 Browser button and
the process will continue. An email will be generated to be sent to the customer of that record
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with the link. After sending the email, the Join As Admin button will appear and you can then
launch the TeamViewer Session.

When the customer accesses the URL in the email, the TeamViewer session will be active.
To Close a TeamViewer session within CSM:

1. While in the Incident ticket, run the One-Step™ from the button on the form (Desktop Client
or CSM Browser Client). The related Session will send a Close to TeamViewer and will delete
the related TeamViewer Session. (note: if a user does not have a current Active Token record,
the close button will need to be pressed a second time due to a bug found in the process).

To Send an Email link to the current session within CSM:

1. While in the Incident ticket, run the Share Session One-Step™ from the button on the form
(Desktop Client or CSM Browser Client). The related Session will send an email to the current
customer with the Customer Link.
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