

Procedures for MobileIron Core and MobileIron Cloud

ABSTRACT
 MobileIron Core Device Management for iOS, the MobileIron Cloud online documentation, and/ or the Palo Alto Networks GlobalProtect Gateway product documentation. 
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[bookmark: _Toc438542081]Overview of Procedures
MobileIron products are capable of configuring various Virtual Private Network (VPN) clients on Apple iOS devices using the built-in VPN configuration framework in conjunction with Configuration Profiles. The VPN Configuration screens in the MobileIron Admin Portal contain pre-defined options for many—but not all—VPN vendors. For vendors without pre-defined options, configuration is accomplished via the “Custom SSL” VPN type. Configuration using this method is very similar to configuring pre-defined VPN clients, but requires the additional step of specifying the Bundle ID for the VPN Plug-In (note that the Bundle ID for the VPN Plug-In from a particular vendor is not the same as the Bundle ID for the VPN app in the App Store). As of this writing, there is no pre-defined VPN configuration option for the Palo Alto Networks GlobalProtect Client for Apple iOS. This document provides details for configuring the Palo Alto Networks GlobalProtect Client using the “Custom SSL” VPN type on MobileIron Core and MobileIron Cloud. Note that these examples are intended to be representative. You may need to consult your Palo Alto system administrator and/ or relevant product documentation to ensure that your configuration is appropriate for your environment.

Please note: while the Palo Alto GlobalProtect app does not need to be installed as a Managed App for the configuration to be applied, end users must download and activate the app for the VPN configuration to function.
[bookmark: _Toc438542082]Procedures for MobileIron Core
[bookmark: _GoBack]This section covers procedures for MobileIron Core only. If you are using MobileIron Cloud, please refer to the section labeled Procedures for MobileIron Cloud.
[bookmark: _Toc438542083]Create a new VPN configuration
1. Log in to the MobileIron Core Admin Portal. [image: ]
2. Navigate to Policies & Configs in the navigation bar. [image: ]
3. Under Configurations, select the Add New drop-down menu and click VPN. [image: ]
4. Enter a configuration name in the Name field of Add VPN Setting dialog box. [image: ]
5. (Optional) Enter a description in the Description field.
6. Select Custom SSL from the Connection Type drop-down menu. [image: ]
7. In the Server field, specify the Fully Qualified Domain Name (FQDN) or IP address of the Palo Alto Networks GlobalProtect Gateway. [image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD448EF4E1-FCF1-4AEF-B377-6940E28C9307/Pasted_Image_12_21_1]
8. Select or input the appropriate values for Proxy, Username, User Authentication, and Password. For more details about supported values and variable substitution, please consult the MobileIron Core Device Administration Guide for iOS.
9. In the Identifier field, specify the Bundle ID of the Palo Alto Networks GlobalProtect VPN Plug-In (com.paloaltonetworks.GlobalProtect.vpnplugin). Note that this value is mandatory and case sensitive.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDE7D6C161-9A35-4FEA-9C63-A60CE18E61A4/Pasted_Image_12_21_1]
10. Configure the VPN on Demand, Per-app VPN, and Safari Domains as appropriate for your environment. For more details about the configuration of these features, please consult the MobileIron Core Device Administration Guide for iOS.
11. Click the Save button.
[bookmark: _Toc438542084]Assign the configuration to a label
1. Under configurations, select the checkbox next to the newly created VPN Setting in the left-hand pane.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD1C5F172C-DB09-4B3C-88C4-7EC7BEDA5D44/Pasted_Image_12_21_1]
2. Click the More Actions drop-down menu and select Apply to Label. [image: ]
3. Select the checkbox next to the Label that matches the community of users and/ or devices that require the new VPN setting.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDEB5B02DF-1CA5-4F17-A8D1-E6AA9CB06D41/Pasted_Image_12_21_1]
4. Click the Apply button.
5. Click the OK button in the Apply configuration settings to Labels dialog box. [image: ]
[bookmark: _Toc438542085]Procedures for MobileIron Cloud
This section covers procedures for MobileIron Cloud only. If you are using MobileIron Core, please refer to the section labeled Procedures for MobileIron Core.
[bookmark: _Toc438542086]Create and distribute a new VPN configuration
1. Log in to the MobileIron Cloud Admin Portal. [image: ]
2. From the navigation bar, select Policies. From the sub-navigation bar, select Configurations.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDF7AEAEE7-38DD-4E49-AAC1-AB28ABFD2AE6/Pasted_Image_12_22_1]
3. Click the Add+ button.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDBDE5F36A-8852-48D7-B4C0-CCAC6C5D072F/Pasted_Image_12_22_1]
4. On the Choose Configuration page, scroll down and click VPN.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD930E616A-505A-4DE5-8886-8E5C50145751/Pasted_Image_12_22_1]
5. Enter a configuration name in the Name field of the Configuration Setup section of the Create VPN Configuration screen.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD7DF55708-DC08-4B2B-AD8C-7E297A97498F/Pasted_Image_12_22_1]
6. (Optional) Enter a description in the Description field.
7. Select Custom SSL from the Connection Type drop-down menu.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDC79E14ED-D3FD-4F3F-B323-787EC91EB757/Pasted_Image_12_22_1]
8. In the Identifier field, specify the Bundle ID of the Palo Alto Networks GlobalProtect VPN Plug-In (com.paloaltonetworks.GlobalProtect.vpnplugin). Note that this value is mandatory and case sensitive.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD751D6BBC-A91B-4EBF-8C1F-392207F0E32A/Pasted_Image_12_22_1]
9. Configure the Server, Account, Custom Data, User Authentication method, and Proxy settings as appropriate for your environment, then click the Next button. For more information on supported configurations and variable substitution in configurations, please refer to the MobileIron Cloud online documentation.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD9CBEB57F-F008-47F3-AFD0-3B9E738186FC/Pasted_Image_12_22_1]
10. Confirm that the Enable this configuration checkbox is checked.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMDEB943316-689D-4292-81E6-51AB04E47D12/Pasted_Image_12_22_1]
11. Choose which devices to distribute the configuration to. For more information on Custom Device Groups, please refer to the MobileIron Cloud online documentation.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD536BF319-F7BC-4F78-B53C-83488BA78D13/Pasted_Image_12_22_1]
12. Click the Done button.[image: ../../../../../var/folders/8t/xzppfdxn43n9101qcbs68xt80000gq/T/com.skitch.skitch/DMD868D7D5A-F376-4401-912A-28B5F833E015/Pasted_Image_12_22_1]
[bookmark: _Toc438542087]Additional Information
[bookmark: _Toc438542088]MobileIron Core Documentation
[bookmark: _Toc438542089]MobileIron Core Device Management Guide for iOS (Login Required)
https://support.mobileiron.com/docs/vsp/8.5.0.0/CoreDeviceMgmtiOS85_Rev03Dec2015.pdf


[bookmark: _Toc438542090]Palo Alto Networks Documentation
[bookmark: _Toc438542091]How to Configure Palo Alto Networks GlobalProtect https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Configure-GlobalProtect/ta-p/58351

[bookmark: _Toc438542092]Palo Alto Networks GlobalProtect Administrator’s Guide
https://www.paloaltonetworks.com/content/dam/paloaltonetworks-com/en_US/assets/pdf/technical-documentation/pan-os-60/GlobalProtect_Admin_Guide_v6.0.pdf

[bookmark: _Toc438542093]Use the GlobalProtect iOS App with a Third-party MDM
https://www.paloaltonetworks.com/documentation/61/globalprotect/globalprotect-admin-guide/set-up-the-globalprotect-infrastructure/use-the-globalprotect-ios-app-with-a-third-party-mdm.html


	6
	CONFIGURING THE PALO ALTO NETWORKS GLOBALPROTECT CLIENT FOR APPLE IOS

	
	



	CONFIGURING THE PALO ALTO NETWORKS GLOBALPROTECT CLIENT FOR APPLE IOS
	3

	
	



image2.png
o0 ¢ ] a a rrr———— o 3

i
- e e s reewr— =
= e -
s e =0 o [
Wl a5 1®




image3.png
o0 ¢ ] a a rrr———— o 2|o)o

W Cimms w3 > W@ 1man




image4.png
rer— o 3 °

Comctonipe PP v

ooown  wn | Py hore =

Loroncet commnone | I,._..m . Lo oven
) e s

[

|

H
LLERRRE

1
i
£
{
3

CRE Tl

&





image5.png
CRILT

LEERRR R

(]

&

e o)
e osom)
o

eo——

Mebtoron T 105)
e Tl o)

o sloctan tam o viw it





image6.png
i

Sowaces

i

ne

e e

a VPN Saing

[
 Satar Domains (087 and e





image7.png
i
Sowaces

i

ne

e e

a VPN Saing
N [ G-

Comvctan e oSSt
St [cssronp emostcotons com

Py o =
Gearane [st5E708 °

==
- R

 Satar Domains (087 and e

—

ssocan oo vew deals




image8.png
Contguratons.

oA OO combpmenti
oA OPOUCY o bentik

R
Dewaces

@i Hie

it

FRIFFFRIFEE

PAN GlobalProtect - Example




image9.png
Contgurasons.

s o

T

PAN GlobalProtect - Example




image10.png
Aopiy To Label
P ——
[P S —

K Cmen walr W2





image11.png




image12.png
& oonmasieroncam

@) Mobilelron

I
T

@ Copyrit 2015 Mobdetan .





image13.png
Configurations

Comauraans e cotocrins

P00 0000000000000

et AspConmact e Contaaton

[P ————

[P —
[P ——
T p——
252001 22w oy Sysen
1360 14w g0y Sy
52005 16w g0y Sysem
[P —
[P ——
[P ——
14760 11 rurs gy Syven
252601 22w gy Sysen
252601 22w g0y Sysem
204 cas 13w g0y System
511 0as 23 hurs g0 ot com

@ poros oo s
rprrR—r———
PR T e—————
@ oo

@ wosomicaower

€2 Aocaroect D Prty: 2o

4 ot s

R ——
YT —
T ——
PR —

PR —
Py——

PR e—ro—"

PYSTps——

|





image14.png
Configurations

Comauraans e cotocrins

o s s e
Corrouators.

ontguratons.

P00 0000000000000

Poly & Compiance

et AspConmact e Contaaton

[P ————

[P —
[P ——
T p——
252001 22w oy Sysen
1360 14w g0y Sy
52005 16w g0y Sysem
[P —
[P ——
[P ——
14760 11 rurs gy Syven
252601 22w gy Sysen
252601 22w g0y Sysem
[P ——
511 0as 23 hurs g0 ot com

4 oo caion
rprrR—r———
PR T e—————
@ oo

@ wosomicaower

€2 Aocaroect D Prty: 2o

4 ot s

R ——
YT —
P T—
PR —

PR —
Py——

PR e—ro—"

PYSTps——

|





image15.png
®ee ¢ | m a3 a [T —— ° 5)o)olm

Comustors Py  Compar
st oy
Lockdown & Kiosk: u-m-mnmnn ©3 Exchange Activesync
o S £ o
o™ e L St schotrw et et
2 Croate Setings Aol W Ao @ Anaoie .H
g A et @ wescin 5] caoav cariony
vt o mtromn | | senmimcn s s vamme | | curwaro o souon | | o et
R B B
oo ‘e .o ™
‘Subscribed Caendar Aa fant = wn Qv
e (SO || PR | -
= e, | | Sl T
* o5 * s LR} .
£ VP onemana & mvarsonven poraopvEN g o
PG - N, oma et sommra e | | oo s
Sy T e | | SIS | | MmN,
o o . by





image16.png
noose
g Greate Settings

3 Ounoue

Gonturatons Poly & Compiarce

& Create VPN Configuration

Conte VPt voncan o copect st s

Configuration Setup

pr———

Cornscion e 12

LT





image17.png
Gonturatons Poly & Compiarce

eacomis X @ Greate VPN Configuration

CEEDT
—
—

I S ————

Cumamona Ky e





image18.png
Gonturatons Poly & Compiarce

eacomis X @ Greate VPN Configuration

Conte VPt voncan o copect st s
;cm

Cornscton e[ st I3
Greate Settings

o o

I S ————

Cumamona Ky e





image19.png
Gonturatons Poly & Compiarce

Agd Conty

“" @ Create VPN Configuration

Conte VPt voncan o copect st s

noose
g Greate Settings
3 Duvute .

s osesorewans com
pe——

o e
ey s s vt forcso st





image20.png
Gonturatons Poly & Compiarce

& Create VPN Configuration

Conte VPt voncan o copect st s

(@) (7] -





image21.png
AddContg  Carcalx

Gonturatons Poly & Compiarce

& Create VPN Configuration

Conte VPt voncan o copect st s

noose
Gresto Stings 9 Enabl s conturation

T contaion w b appd 0 senciod soves.
o

——
e z





image22.png
Gonturatons Poly & Compiarce

“" @ Create VPN Configuration

Conte VPt voncan o copect st s

Gresto Stings 9 Enabl s conturation
T contaion w b appd 0 senciod soves.

Oistrbute
Ghoose ane o these options

() z -





image1.png
@ Mobilelron coRre
Username. o
fr—

PRy r——)






Configuring the Palo Alto Networks
GlobalProtect Client for Apple iOS

Procedures for Mobilelron Core and Mobilelron Cloud

s Pl s Slaton et SeveConnec Ecomitem
Dot Verion: 10 21 Dec 20151

sastaacr

s documan provides ot erin h o e “Cstom 5L VAN
Conturtionon otk Core ad Moo Clne 0 o the oo Al
etk Gollrcec PN it o Aol 5 s b 1 lendes 1o
ki b tance .ot more el o, cnl e Nobseen
Core D Mot o 15 the Mo Gl e dcumertton,
ot ol A s G5 Gt P documtaion,




