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1. Overview

The objective of the HEAT Connector Client utility is to synchronize and import Active
Directory users into HEAT Service Management.

This utility provides the following features:
e Enables the HEAT Service Management administrator to configure the Active Directory
mapping.
e Generates a CSV file of the configured Active Directory users.
e Schedules the synchronization of the generated users into HEAT Service Management.

2.System Requirements

The following are the system requirements for the HEAT Connector Client utility:

e Operating System: Microsoft Windows 2008 Server R2 or Microsoft Windows 2012
Server R2

e RAM: 4GB
e Hard Disk Space: 500 MB
e Microsoft .NET Framework: 4.5.2
e NOTE: If this is not already installed, the app installs it during setup.
e You must have administrator permissions to schedule the daily LDAP configuration.
e Recommended but not required: Microsoft Windows 7 or higher (32-bit and 64-bit)

3. Installing and Uninstalling the HEAT Connector
Client Utility

Installing the HEAT Connector Client Utility

1. Run the installer setup file called HEAT Connector Client Setup.exe. The system displays the
screen shown in Fig. 1.

d HEAT Connector Client Setup ILL_

F HEAT Connector Client will be

installed on your System

By installing you accept these license terms

Install Close

Fig. 1

2. Click Install. The installer installs the utility, starting with the prerequisites as shown in Fig.
2.
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Setup Progress

Microsoft MET Framework 4.5.2

Cancel

Fig. 2

After the prerequisites are installed, the installer displays the HEAT Connector Client utility as
shown in Fig. 3.

w Welcome to the HEAT Connector Client
(v1.2016) Setup Wizard

The Setup Wizard will install HEAT Connector Client
(v1.2016) on your computer. Click Mext to continue or
Cancel to exit the Setup Wizard.

Back  |[ Mext |

ﬁEATsoftware & ' ‘
[ Cancel |

Fig. 3

3. Click Next. The installer displays the HEAT end user license agreement as shown in Fig. 4.

Please read the HEAT Connector Client
(v1.2016) License Agreement
HEAT SOFTWARE END-USER LICENSE ~
AGREEMENT (‘EULA") (March 2015) =

THIS EULA SETS FORTH THE TERMS AND CONDITIONS
UNDER WHICH HEAT SOFTWARE USA INC. (‘HEAT
SOFTWARE®), GRANTS TO YOU (YOU® OR
“CUSTOMER") THE RIGHT TO USE THE HEAT SOFTWARE
PRODUCT AND ACCOMPANYING DOCUMENTATION
ORDERED AND PAD FOR BY YOU (COLLECTIVELY
“LICENSED SOFTWARE®). BY OPENING THE SOFTWARE
PACKAGING, COMPLETING THE ACTIVATION PROCESS,
DOWNLOADING, INSTALLING, ACCESSING OR UTILIZING
THE LICENSED SOFTWARE OR CLICKING THE *I ACCEPT*
BUTTON, YOU AGREE TO BE BOUND BY THE TERMS OF
THIS EULA. F YOU DO NOT AGREE WITH THE TERMS o.riV

AEATsoftware i S . ‘

e R
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4. Check I accept the terms in the license agreement. The system enables the Install button.
5. Click Install. The system installs the utility and displays the screen shown in Fig. 5.

i) HEAT Connector Client (v1.2016) Setup I;Ii-

P-’ Completed the HEAT Connector Client
(v1.2016) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Jearsoftware A ' ‘

Fig. 5

6. Click Finish. If the installation was successful, the system displays the message shown in
Fig. 6.

y HEAT Connector Client Setup I;Ii-

F Setup Successful

Close

Fig. 6

7. Click Close. The system closes the setup wizard and displays a shortcut to the utility on the

desktop.
8. From your desktop, go to the Control Panel and select Administrator Tools -> Services.
9. Check for the HEAT Directory Monitor Service. It should be displayed with the status of
started and the startup type as automatic as shown in Fig. 7.
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k2 —

File Action View Help
e Has @m >enn

44 Services (Local)

HEAT Directory Monitor Service ~ Name

Steg the senice
Restar the service

Description:
HEAT Directory Monitor Senvice
% ONS Client

4P Helper

"4 DHCP Client

4 Diagnostic Policy Service

% Diagnostic Senvice Host

4 Diagnostic System Host

“ Distibuted Link Tracking Cient

7% Distributed Transaction Coordinator

i Encrypting File System (EFS)

. Extensible Authentication Protocol

4 Function Discovery Provider Host

£, Function Discovery Resource Publication
4 Group Policy Client
% He

4, Hyper-V Data Exchange Semvice
4 Hyper-¥ Guest Service Interface

', Hyper-V Guest Shutdown Service

. Hyper-V Heartbeat Service

€3 Hyper-V Remote Desktop Viruakization Service
% Hyper-V Time Synchronization Service

(% Hyper-V Volume Shadow Copy Requestor

4 IKE and AuthiP Psec Keying Modules

4 Intesactive Services Detection

nection Sharing (ICS)

(4 Intermet Explorer ETW Collector Service

£ intemet Co

4 Psec Policy Agent
4, KDC Prony Server service (KPS)
& k2

ancactinn Crnedinates

\ Bxtended ( Standard //

Important

Fig. 7

If the HEAT directory monitor service is not displayed in the list or the status is not as specified,

contact your system administrator.

Uninstalling the HEAT

Connector Client Utility

1. From your desktop, navigate to

Programs and Features.

2. Select the HEAT Connector Client utility as shown in Fig. 8.
B pogemandfenes (=]

C]

= 1 [ » Control Panel » Al Control Panel ltems » Programs and Features

v c,| [ search Programs and Features 0 |

Control Panel Home

View installed updates

@ Turn Windows features on or
off

Uninstall or change a program

To uninstall  program, select it from the list and then click Uninstall, Change, or Repair.

Orgenize v  Uninstall  Change

Name : Publisher

[P HEAT Connector Client HEAT SOFTWARE

= v @
Installed On _ Size
25-01-2016 £l

<] m

P” HEAT SOFTWARE Product version: 1000

Size: 814 MB

Fig. 8

3. Click Uninstall. The system prompts you to repair, uninstall, or close the utility, as shown in

Fig. 9.
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& Programs and Features o | =], B
© + 0 [ » Control Panel » All Control Panel ftems » Programs and Features v & [[Scarch Programs and Features A |
Control Panel Home "
Uninstall or change a program
View installed updates |_|£- Repair.
@ Turn Windows features v HEAT Connector Client Setup =
off B v @
. i -
M Od Ify Setu p nstalled On  Size
ted 05-02-2016 n
24-02-2016 81

Repair | [ Uninstall | [ Close

< [T

v’ HEAT SOFTWARE Product version
Size:

1.00.0
81.4MB

Fig. 9

4. Click Uninstall. The system uninstalls the utility and removes it from the Programs and
Features list as shown in Fig. 10. The system also removes the HEAT directory monitor

service from the list.

®

View in:

Programs and Features

[—Te

-t | » Control Panel + All Control Panel ltems b Programs and Features

v e ‘ [ Search Programs and Featur

= o]

Control Panel Home

Uninstall or change a program

stalled updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair

& Turm Windows features on or
off

Organize +
Publisher
Ne programs are installed on this computer.

Name

< m

[o—

ky

Currently installed programs Total size: 0 bytes
0 programs installed

= oy @
Installed On  Size

Fig. 10

4.Logging In to the HEAT Connector Client Utility

1. Click on the desktop shortcut. The system displays the login screen as shown in Fig. 11.



HEAT Connector Client Utility
User Guide

4 HEAT = T e

A'H EATsoftware

HEAT Tenant URL *
User Name *
Password *

HEAT Senvice *
LDAP Export

Fig. 11

2. Enter the URL of the HEAT Service Management tenant.

Enter your user name and password.

5. Select the HEAT service from the drop-down list. By default, the system displays LDAP
Export, but you can also select Directory Monitor. See Fig. 12.

w

4 HEAT [-[ol=

A'H EATsoftware

HEAT Tenant URL *

User Name *

HEAT Service *
LDAP Export

Select
Directory Monitor

LDAP Export

Fig. 12

4. Click Sign in. The system authenticates the user and displays the screen associated with
the service that you selected.

5. Managing LDAP Export Profiles
This screen allows you to manage the following LDAP export profiles actions as shown in Fig.
13:
View the list of LDAP export profiles.
Create an LDAP export profile.
Edit an LDAP export profile.
Delete an LDAP export profile.
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e Schedule, update, and delete the schedule for a profile.

Click Add New Profile to navigate to the Add LDAP export profile screen.
Click Go to Directory Monitor to navigate to the Directory Monitor screen.
Click Exit to exit the application. The system prompts you for confirmation.
Click Yes to close the utility.

gwn

LDAPFTP 192.168.124.251  OU=HEAT,DC=p¢  26-04-2016 16:3(  26-04-2016 15:1¢  Success acive  (UpdaleiScheduie) ¢ X »

| G0 To Dkectory Montior,_ | | B &xt |

Fig. 13

This is the default screen once you log into the HEAT Connector Client utility. You can also
navigate to here from the Directory Monitor screen.

Viewing the List of LDAP Export Profiles
The system displays a list of LDAP export profiles with the following information as shown in
Fig. 14:
e Profile Name: A unique name for identification.
e Server: The Active Directory server name or the IP address of the Active Directory
server.
e Start Node: The selected start node of the Active Directory to synchronize the users from.
e Scheduled Time: The time when the profile is scheduled for sync.
e Last Run Time: The last run date time when the profile got executed through the
scheduler or was manually executed by clicking Run Now.
e Last Run Status: The status of the last execution of the profile; either success or failed.
e Status: The profile status. Can be one of the following:
e Draft: The profile is not saved explicitly.
e Ready: The profile is saved but not yet scheduled.
e Active: The profile is saved and scheduled.

Actions
e Schedule Now or Update Schedule: Schedules the profile or updates the existing
schedule.
e Edit: Edits the profile.
e Delete: Deletes the profile.
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e Run Now: Is displayed when the status is either ready or active.

Manage profiles (Add / Edit / Delete), configure and schedule users synchronization from LDAP Export to HEAT
Profile Name Server Start Node Scheduled Time Last Run Time Last Run Status Status Action
LDAPFTP 192.168.124.251  OU=HEAT,DC=pc  26-04-2016 16:3(  26-04-2016 15:1¢  Success Acive  (UpdateiSchediie) ¢ X b

Notes
e Mouse over each value in a profile list to view the complete data.

e If you click Run Now and there are no changes on the LDAP server, the system displays
the message “No new / updated records found”.

Creating an LDAP Export Profile
You create an LDAP export profile in three steps as described below:
e Step 1: LDAP Connection Parameters
e Step 2: LDAP Root Node Parameters
e Step 3: Field Mapping Parameters

Step 1: LDAP Connection Parameters
This screen allows you to provide the LDAP connection values and connect to a specified LDAP
server from which the users need to be imported.

P’ LDAP Connection Parameters - - E B -;- - (o [
y
F LDAP Gonnections Parameters LDAP Root Node Parameters Field Mapping Parameters
Profile Name * Help Tip - Profile Name
Identifier to manage (Add / Edit) AD Sync
Server Name * profile

Example for - Profile Name
MyProfile

Domain *
User Name *
Password *

LDAP Service * Active Directory

# Test Connection

Cancel u

Note: Display of the next step LDAP root node parameters may take upto few minutes,

Fig. 15
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1. Click Add New Profile on the Manage LDAP Export Profiles screen. The system displays
the LDAP Connection Parameters screen as shown in Fig. 15. The system also displays help
tips and examples for each field to the right as shown in Fig. 15.

Tab through each field to view the corresponding help tips and examples.

3. Enter the following information:

N

e Profile name

e Server name

e Domain

e User name

e Password (displayed as dots)

Select the LDAP service from the list. The default is Active Directory.

Click Test Connection to check that you can connect with the provided connection
parameters. If the connection is successful, the system displays “Test Connection
Successful”; otherwise, it displays “Test Connection Failed”.

6. Click Next. The system saves the profile as draft and displays the LDAP Root Node screen.
It can take a few minutes to display the list of root nodes based on the selected domain and
server.

ok~

Step 2: LDAP Root Node Parameters

This screen displays the list of root and child nodes of the connected LDAP server and allows
you to add and remove one or more nodes. The list of root and child nodes of the connected
LDAP server would be displayed as shown in Fig. 16.

V I .

Root LDAP Node * OU=HEAT,DC=pdc,DC=com &
Sample LDAP Node * CN=RamDeshpande, OU=HEAT,DC=pdc,DC=com & Help Tip - Sample LDAP Node
I CN=ForeignSecurityPrincipals, DC=pdc,DC=com Select a node from the below list
4 OU=HEAT,DC=pdc,DC=com and Chck Add
CN=Dhoni MS,0U=HEAT,DC=pdc,DC=com
CN=Kirmani Syed, OU=HEAT,DC=pdc,DC=com R
CN=Laxman VS OU=HEAT,DC=pdc,DC=com EXSIpSIIDG: Sampis LUAENOS
CN=Madhava,OU=HEAT,DC=pdc,DC=com CN=Doe
CN=Michael Jordan, OU=HEAT,DC=pdc,DC=com John,OU=HEAT,DC=pdc,DC=com

CN=Pradeep,OU=HEAT,DC=pdc.DC=com
:N=RamDeshpande, OU=HEAT,DC=pdc. DC=co

CN=Sachin Tendulkar, OU=HEAT,DC=pdc,DC=com

CN=Sravanthi POU=HEAT,DC=pdc DC=com

CN=SrinivasG,OU=HEAT,DC=pdc,DC=com

CN=Infrastructure, DC=pdc,DC=com

CN=John Doe,DC=pdc,DC=com

CN=LostAndFound,DC=pdc,DC=com

CN=Madhava DC=pdc,DC=com

CN=Madhava22,DC=pdc,DC=com

Cancel S WHEREN

Fig. 16

=

Select a node from the list.

2. Click Add to Root Node. The system displays the selected node value in the “Root LDAP
Node” field as shown in Fig. 16.

Expand the root node that you selected. The system displays a list of child nodes.

4. Select a child node from the list and click Add to Sample Node. The system displays the
selected node in the text box for the “Sample LDAP Node” field as shown in Fig. 16.

w
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5. To add multiple root LDAP nodes, select the node and click Add to Root LDAP Node. The

6.

system appends the additional nodes to the value in the text box.

To remove a node value from the text box, select the value and press Delete on the keyboard.
Note that the sample LDAP node is always one. If you select a node and click Add to
Sample Node, the system replaces the existing value in the field with the selected value.
Click Next. The system saves the data is saved and displays the Field Mapping Parameters

Step 3: Field Mapping Parameters

This screen displays the list of HEAT Service Management users and LDAP fields, the HEAT
Service Management roles, and the default field mapping. You can add and delete the default
field mapping, select default values, and schedule the daily configuration at a specified time. The
default view displays the four HEAT Service Management fields called LoginID, PrimaryEmail,
FirstName and LastName and are mapped to the LDAP fields as shown in Fig. 17.

4 Field Mapping Parameters [=T= =
W ° ® °

HEAT Field LDAP Field Default Value
HEAT Field LDAP Field Use Default Default Value Required Actions
LoginiD 0 0 x
imaryEmail | [ X
e o o x
aaaaaaaa w o X

0] Schedule this configuration dailyat: 121434 2] (NG ©

concer (R (ISEND

Fig. 17

Click the HEAT Field drop-down list. The system displays the list of HEAT Service
Management user fields as shown in Fig. 18.

W Field Mapping Parameters |= = .
?‘ L 2 °
HEAT Field LDAP Field Default Value
Addresst
Address1City |PFi Use Det: Default Value Required Actions
Address1Country [ e X
[
Address1Line2 | X
AddressiState | [ O X
: X

Address1Zip
Birthdate

Businessunit

Fig. 18
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2. Toadd anew LDAP field, select a value from the HEAT Field drop-down list.
3. Click the LDAP Field drop-down list. The system displays the list of LDAP fields as shown
in Fig. 19.

[4 Field Mapping Parameters [=T= |
W & & &
LDAP Field
objectClass
HEAT Field wel b Detout voe Requed  Actons
i *m4 description X
™ | distinguisheaName X
]
9™ instanceType = X
" | whencreatea x
whenChanged
USNCreated
Role to Assign New Users (@)
Schedule quration d zuseeSl ([RunNOW) ©
cancet | (SN (SN

Fig. 19

4. Select a value from the LDAP Field drop-down list as shown in Fig. 20.

v Field Mapping Parameters [=To |
Team « [l vatoe o Textooxy n
AT Pl LoAP P Use D Detaut v cames  Actons
,,,,,,,,,,,,,,, ) x
al x
qqqqqqqq ] x
1 X

Fig. 20

5. In the Provide Value field, enter IT.
6. Click Add. The system adds the field mapping and displays the grid as shown in Fig. 21.

[4 Field Mapping Parameters [=[o I

lgnld  samaccountns O 2 X
PrimaryEma: [ X
FistName ~ givenname x
LastN x
Team [Val ox] & O x
~| [ Schedule this configuraton daity ac. 121434 P 2] (NGNS ©
cancet | (N (SN

Fig. 21
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11.
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14.
15.

16.
17.
18.
19.

20.
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To enable the default value for a specific field in the mapping, check Use Default for a field.
To have a field as required, check Required for a field.

To delete a field mapping, click Delete.

You can assign users to one or more HEAT Service Management roles by selecting from the
role from the “Role to Assign new users” field.

Click arole in the list view.

Click another role in the list view.

Continue the above to select more than one role as shown in Fig. 22.

To deselect a role, click the highlighted role.

Continue the above to deselect more than one role.

You can schedule the configuration at a specific time daily through the “Schedule this
configuration daily at” field. The default value in this field displays the current time as
shown in Fig. 21.

Select the Hours value. Increase or decrease the hours.

Select the Minutes value. Increase or decrease the minutes.

Select the Seconds value. Increase or decrease the seconds.

Check Schedule to schedule the configuration at the specified time.

v Field Mapping Parameters L=l

XX XXX

conce oo [0
Fig. 22

Mouse over the blue help icon. The system displays a tool tip for the corresponding field as
shown in Fig. 22.

| 4 Field Mapping Parameters =[o] x |

W’ ° ° °

HEAT Fleld LDAP Field
Address1 ~ [l objeciCiass v
AT Fi Use Def:

HEAT Field u Default

Default Valve

Defautvawe ~ Requred

XX XXX 3

Role to Assign New Users (@)

Schedule this configuration daily ot 12:1434 PM {5 _RunNow O

Admi

oo e | oK.

Fig. 23
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21. To instantly generate the configuration for the profile, click Run Now. The system displays
the “Profile processed successfully” message as shown in Fig. 23.

22. Without checking a schedule option, click Next. The system saves your changes, saves the
profile with a status of ready, and displays the Manage LDAP Export Profiles screen.

23. Check a schedule option and click Next. The system creates a task in the windows task
scheduler. The system saves your changes, saves the profile with a status of active, and
displays the Manage LDAP Export Profiles screen.

Important
e To successfully import user data into HEAT Service Management, mark the Primary
Email field as required.
e Map the Team field and mark it as required.

Editing an LDAP Export Profile

1. Click Edit for an LDAP profile. The system displays the LDAP connection parameters with

the existing values. The profile name is disabled.

Update the fields as required.

3. Click Next. The system displays the LDAP Root Node Parameters screen with the existing
values.

4. Update the fields as required.

Click Next. The system displays the Field Mapping Parameters screen with the existing

values.

Update the fields as required.

7. Click Ok. The system changes the values and displays the Manage LDAP Export Profiles
screen.

8. Click Run Now. If there are no changes on the LDAP server, the system displays the “No
new / updated records found.” message.

N

o

o

Deleting an LDAP Export Profile

Click Delete for an LDAP profile. The system displays a confirmation message.
2. Click Yes. The system deletes the profile. If there are any schedules for this profile in the
Windows Task scheduler, the system deletes the schedule entry.

=

Scheduling an LDAP Profile
If you save but do not schedule the LDAP profile, you can schedule the profile as follows:

1. Click Schedule Now for the LDAP profile. The system displays the pop-up window as
shown in Fig. 24. By default, the system displays the current time in the schedule control.
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Manage LDAP Export Profiles [=l=] x|

Schedule this configuration dally at 044424 M2 @)

Fig. 24

2. Update the hours, minutes, and seconds for the job to schedule.
3. Click Create Schedule. The system schedules the LDAP profile at the specified time and
creates a job in the windows task scheduler. The system updates the scheduled time.

Important
e Only users with administrator privileges can schedule a profile.
e If you do not have administrator privileges and you try to schedule a profile, the system
displays the “Run as administrator” message. EXxit the utility and open it by right clicking
on the icon and selecting “Run as Administrator”.

Updating the Schedule of an LDAP Profile
You can update an existing LDAP schedule as follows:

1. Click Update Schedule for the LDAP profile. The system displays the pop-up window as
shown in Fig. 25. By default, the system displays the current time.

Manage profiles (Add / Edit / Delete), configure and schedule users synchronization from LDAP Export to HEAT

Profie Name Server Steanioce o Conoiod T ot Oun T Status A«

HEAT 192.168.124251  OU Acive  (Updaieischedule) #° X
Schedule this configuration daily at: o1:12:02pM 5 (@)

2. Update the hours, minutes, and seconds for the job to reschedule.
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3. Click Update Schedule. The system updates the schedule of the LDAP profile at the
specified time and creates a job in the windows task scheduler. The system updates the
scheduled time.

Deleting the Schedule of an LDAP Profile

You can delete an existing LDAP schedule as follows:

1. Click Update Schedule for the LDAP profile. The system displays the pop-up window as
shown in Fig. 25. By default, the system displays the current time.

2. Click Delete Schedule. The system deletes the schedule and displays the scheduled time as
blank.

6. Synchronizing the Directory Monitor

The directory monitor synchronization feature enables you to manage (add, edit, delete, or view)
the FTP connections and profiles as shown in Fig. 26.

Fig. 26

You can navigate to this view in either of the following ways:

e From the log in screen, select the directory monitor value from the HEAT Service drop-
down list.

e Click Go To Directory Monitor from the Manage LDAP Export Profiles screen.

7. Working with FTP Connections

Viewing FTP Connections
This screen displays the list of FTP connections with the following details as shown in Fig. 26:
Profile name
Connection type
User name
Server

Actions
e Edit
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e Delete

Adding an FTP Connection

You can add an FTP, SFTP, HTTPS, or network share connection as follows:

=

ok w

~No

A Manage FTP =E |

Help Tip - Connection Type

Profile Name *

Example for - Connection Type

FTP
fip:/imyfip.com

SFTP
10.101.124135

Fig. 27

Click Add FTP. The system displays the screen shown in Fig. 27.

Click the Connection Type drop-down list. The system displays the values and by default,
FTP is selected. The system also displays a help tip and an example is displayed for each
field to the right

Tab through each field to view the corresponding help tip and example.

Enter the profile name.

Enter the FTP server. The system automatically displays the port value based on the
connection type. It can be 21 for FTP, 22 for SFTP, and 443 for HTTPS.

Enter the directory path (the target folder where the files need to be uploaded).

Enter the user name and password.

Click Test Connection to check the whether you can connect with the provided credentials.
If the connection is successful, the system displays “Test Connection Successful”’; otherwise
it displays “Test Connection Failed”.

Click Save. The system saves the FTP connection is saved successfully and the “Configure
Directory Monitor Synchronization” screen displayed.

Editing an FTP Connection

You can edit an FTP, SFTP, HTTPS, or network share connection as follows:

1.

2.

Click Edit for an FTP connection. The system displays the FTP connection with the existing
values and the profile name is disabled.

Update the fields as required. The system displays the “Configure Directory Monitor
Synchronization” screen.

Deleting an FTP Connection

You can delete an FTP, SFTP, HTTPS, or network share connection as follows:

1.
2.

Click Delete for an FTP connection. The system prompts you for confirmation.
Click Yes. The system deletes the FTP connection if there is no reference to this connection
within a profile. If it is referenced within a profile, the system does not delete it.
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8. Working with Directory Monitor Profiles

Viewing Directory Monitor Profiles

This screen displays the list of directory monitor profiles with the following details as shown in
Fig. 26:

Profile Name

Configured for LDAP Export
Folder Path

File Types

FTP Location

Status

Actions

e Activate / Deactivate
e Edit
e Delete

Adding a Directory Monitor Profile
You can add a directory monitor profile as follows:

Identifier «.:n::‘.:g::; 1 Edit) profile
. :::mmp": for - Profile Name
+ [setect El
El
cancer (550810
Fig. 28
1. Click Add New Folder to Sync. The system displays the Profile screen as shown in Fig. 28.
2. Enter the profile name.

3. For the “Configure LDAP Export folders for Synchronization” field, select Yes to map the
LDAP data folder as the source path. The system disables the “Select folder for
Synchronization” field and displays the LDAP data folder path.
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Help Tip - Profile Name
Idenifier to manage (Add / Edi) profile

Example for - Profile Name

Browse MyProie

Fig. 29

4. For the “Select folder for Synchronization” field, click Browse, as shown in Fig. 29.
5. Select a folder from the list. The system displays the path of the folder.

Fig. 30

6. Click the “File filter by extension” drop-down list and select CSV, EXCEL, TXT, or XML,

as shown in Fig. 30.
7. Click the “Select FTP Destination to upload files” drop-down list and select a value from the

list.
8. To add a new FTP connection, click Add. The system displays the New FTP Connection

screen.

Fig. 31
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9. Click the “Integration Definition Name” drop-down list and select a value from the list.

W9U936 bioyIe.

Fig. 32

e If the value for “Configure LDAP Export folder for Synchronization” is set to No, the
system only displays the “Integration Definition Name” field.

e If the value for “Configure LDAP Export folder for Synchronization” is set to Yes, the
system displays the “Integration Definition Name for Create” and the “Integration
Definition Name for Delete” fields as shown in Fig. 32.

10. Select the corresponding values from the drop-down lists for each of the fields.

4 Manage Profile

Select

Fig. 33

|

Help Tip - After Completion
Action to perform after file is uploaded

Example for - After Completion
Delete

11. Click the “After Completion” drop-down list. The system displays the values of archive and

delete as shown in Fig. 33.

12. To archive the file in the source folder after uploading it to the FTP, do the following:

a. Select Archive.
b. Click Browse.
c. Select a folder from the list.

13. To delete the file from the source folder after uploading it to the FTP, select Delete.
14. Click Save. The system saves the data and displays the “Configure LDAP Export folders for

Synchronization” screen with the profile data.

Editing a Directory Monitor Profile
You can edit a directory monitor profile as follows:
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1. Click Edit for a directory monitor profile. The system displays the profile with the existing
values and disables the profile name.

2. Update the fields as required.

3. Click Save. The system updates the values and displays the “Configure LDAP Export folders
for Synchronization” screen with updated values.

Deleting a Directory Monitor Profile
You can delete directory monitor profile as follows:

1. Click Delete for a directory monitor profile. The system displays a confirmation message.
2. Click Yes. The system deletes the profile.

Activating a Directorv Monitor Profile

By default, when you create a profile, the system sets the status to inactive. You can activate a

directory monitor profile as follows:

1. Click ON for the profile to activate. The system toggles the button to OFF and displays the
status of the profile as active.

Deactivating a Directory Monitor Profile
You can deactivate a directory monitor profile as follows:

1. Click OFF for the profile to deactivate. The system toggles the button to ON and displays the
status of the profile as inactive.

9. Working with Logs

About Working with Logs

Logs record events, activities, and errors during the execution of the HEAT Connector Client
utility.

The HEAT Connector Client utility supports the following types of logs:
e Error log: This document records all the errors with the error description, date, and time
of the error occurrence.
e Profile event log: This document records all of the activities and events that occur on a
profile.
e Service event log: This document records all of the activities pertaining to the service.

The logs for the HEAT Connector Client utility are located in the path
C:\ProgramData\HEAT ConnectorClient\Logs.

Note

Whenever a log gets too big, as determined by the file size limit specified in the configuration
file, the system renames the current log with the date and time and archives it in the same path.
The system then creates a new log file where subsequent errors and activities are logged. To
change the file size limit, update the corresponding configuration file.
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Error Log, Profile Event Log

To update the file size limit for the error log or profile event log, update the configuration file
located at C:\ProgramFiles(x86)\HEAT Connector Client\HEATConnectorClient.exe.config.

1. Open the file in a text editor.

2. Navigate to the parameter <add key="LogFileSize" value="5" />. The default value is 5 MB.
3. Change the value.

4. Save the file.

Service Event Log

To update the file size limit for the service event log, update the configuration file located at
C:\Program Files (x86)\Directory Monitor Service\DirectoryMonitorService.exe.config.

1. Open the file in a text editor.

2. Navigate to the parameter <add key="LogFileSize" value="5" />. The default value is 5 MB.
3. Change the value.

4. Save the file.

Important

Whenever you change the log file size, you must restart the Directory Monitor Service to apply
the new value.

10. Working with CSV Files

Generating a CSV File
You can generate a CSV file in one of two ways:
e When you schedule an LDAP export profile.
e When you click Run Now on the LDAP Export Field Mapping screen.

The generated CSV file has the following naming convention:
e When performing a full synchronization or when adding new users to the Active
Directory server, the file name is <LDAP Profile Name>_CreatedUpdated.csv.
e When there are deleted records in the Active Directory Server, after synchronization the
CSV file name is <LDAP Profile Name>_Deleted.csv.

Archiving a CSV File
The system archives the generated CSV file when you configure the directory monitor service
source folder to archive the CSV file in a specified archive folder. The CSV file is archived with
the following name: <LDAP Profile Name_CreatedUpdated_Date _Time.csv>.

11. Importing Users to a HEAT Service Management

Instance

This section describes the steps to create, configure, schedule, and generate a CSV and import
the users into the HEAT Service Management instance.
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Configuring the LDAP Import Connection
Log in to the HEAT Service Management instance.
Navigate to the Configuration Console.

Select Integration Tools > Data Import Connections.

Ensure that the correct CSV file is available in the FTP location before creating a data import
connection. The CSV file should have the same name as the LDAP export profile to be
configured. For example, if the LDAP export profile in the HEAT Connector Client utility is
called Profilel, the generated CSV should be called Profilel_CreatedUpdated.csv. The same file
should be available in the FTP location. When configuring the data import connection, provide
this CSV file name for correct mapping of fields.

4.

10.
11.

12.

13.

14.
15.

Create a new data import connection by selecting Integration Tools > Data Import
Connections.
Click Add New. The system displays 6 steps:
For the “Connection Setting” step, enter the following:
e Enter a connection name.
e Select a connection type from the drop-down list.
e Enter the server path.
e Enter the name of the data (CSV) file. Ensure that this file is available in the FTP
location before proceeding to next step.
e Enter the user name and password for the FTP connection.
o Select the file type based on the data file type. By default, the value is CSV.
e Click Test Connection. The system checks the FTP server, authenticates the
availability of the CSV, and displays the status as success.
Click Next. The system displays the “Object Mapping” step.
Enter the following:
e Enter the mapping name.
o Select the source unique key from the list of fields displayed from the CSV file.
¢ Inthe Target Business Object text box, enter employee.
Click Filter by Name.
In the resultant list, select the value Employee [Employee#].
Click Next. The system displays the “Filter Setting” step where you filter only certain
records from the source file.
Create a filter and add the field and conditions to filter only those records. Do not click
Create Filter if you want all the records in the source file.
Click Next. The system displays the “Field Mapping” step where you map the fields for the
selected source file and the target employee business object.
Review the mapping and add or delete each field to be included or excluded.
Click Next. The system displays the “Schedule Setting” step and displays the list of available
schedules.
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. To schedule an import, select an available schedule from the list.

. Click Next. The system prompts you for confirmation.

. Click Yes. The system displays the “Review and Publish” step.

. Click Preview. The system displays a pop-up with the list of records and values.
. Close the popup.

. Click Publish. The system displays “Published”.

. Click Ok. The system displays a list of data import connections.

Important
You must configure another connection specifically for deleted records. The process is the same

as

above except that for the field mapping step, you must make the mappings as follows:
e Only three fields need to be mapped.
e Map the login ID in the source file to the login ID of the employee.
e Enter a static value of “Terminated” in a field of source file and map it to the status field
of the employee.
e Enter a static value of “1” in a field of source file and map it to the disabled field of the
employee.

When you successfully import deleted records, the system displays the employee records in the
employee workspace with the status of “terminated”.

ok E

0

10.

Generating the CSV and Scheduling
Log in into the HEAT Connector Client utility with the tenant URL.
Access the tenant instance.
Navigate to the directory monitor section.
Create an FTP connection.
Create a directory monitor profile by doing the following:
a. Select Yes for “Configure LDAP Export folder for Synchronization”,
b. Select the FTP destination with the FTP connection name created above.
c. Select the integration definition name to that of the created in data import connection
in the HEAT Service Management instance.
d. For the “After Completion” field, select archive if you want to archive the CSV or
select delete if you want to delete the CSV.
In the list of directory monitor profiles, activate the profile by clicking ON/OFF for the
newly created profile.
Navigate to the LDAP export profile section.
Create an LDAP export profile.
After the scheduled time of the LDAP export profile passes, check the last run status; it
should display a status of success.
Navigate to the Employee workspace in the HEAT instance and search for the newly created
users.
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The system successfully creates the users and displays their details.

Note

If the schedule does not work, the system does not generate the CSV file, you cannot import
users, or you encounter any other errors, check the logs and then contact your system
administrator.
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12. Copyrights and Trademarks

Copyright © 2011-2016 HEAT Software USA Inc. All Rights Reserved

USE OF THIS SOFTWARE, SUBSCRIPTION SERVICES, AND RELATED USER DOCUMENTATION IS
SUBJECT TO THE TERMS AND CONDITIONS OF THE APPLICABLE HEAT SOFTWARE END-USER
AGREEMENT, HEAT CLOUD SUBSCRIPTION SERVICES AGREEMENT, AND ANY TERMS OF SERVICE
("SUBSCRIPTION AGREEMENT"). YOU MUST AGREE TO THE TERMS AND CONDITIONS OF THE
SUBSCRIPTION AGREEMENT IN ORDER TO USE THE SOFTWARE AND SUBSCRIPTION SERVICE.

WARNING: The software described in this manual and its related user documentation are protected by copyright
law. In no event, shall any part of the software or related user documentation be copied, reproduced, distributed,
transmitted, stored in a retrieval system, or translated into any language, without the express written permission of
HEAT Software USA Inc.

HEAT Service Management may include the following and other third party and open source components:

e Microsoft SQL Server 2012 Management Objects (SMO) redistributable, Microsoft SQL Server CE 4.0
redistributable

¢  Microsoft Entity Framework 5.0

e  Microsoft Access Database Engine 2010, 2007 Office System Driver: Data Connectivity Components, and
Service Pack 1 for Microsoft Access Database Engine 2010 (KB2460011) 64-bit edition.

e Saxon, developed by Michael Kay and licensed under the Mozilla Public License 1.0, available at
www.mozilla.org/MPL/MPL-1.0.html

e PetaPoco, Copyright 2011 Topten Software http://www.toptensoftware.com/petapoco/license

e GWT-DND, GWT-Diagrams, GXT from Google

e Adobe Flex

e YUI, Copyright © 2011 Yahoo! Inc

e RowACtions, File Uploader and DateTime Control; Copyright Jozef Sakalos

e  OWASP AntiSamy, Copyright (c) 2007-2008, Arshan Dabirsiaghi, Jason Li. All rights reserved.

o PowerCollections from Wintellect, http:/powercollections.codeplex.com/license re-ling from Remotion

e Tinymce from Moxiecode Systems AB

e  CssCompactor by JsonFx, Copyright Stephen M. McKamey

e Portions of this software are copyright 2009-20xx by Mats Bryntse Consulting

e Portions Copyright © 2007 Douglas Day

e Portions Copyright © 2007 James Newton-King

e Portions Copyright © 2008, Jerry Hoff

e Log4Net, developed by The Apache Software Foundation and licensed under the Apache License, Version
2.0, available at http://www.apache.org/licenses/LICENSE-2.0.

e Quartz Scheduler source code and documentation are Copyright (c) Terracotta, Inc. Quartz Scheduler is
licensed under the Apache License, Version 2.0 (the "license"); you may not use Quartz binaries or source
in whole or in part except in compliance with the license. You may obtain a copy of the license at:
http://www.apache.org/licenses/ LICENSE-2.0. Unless required by applicable law or agreed to in writing,
software distributed under the license is distributed on an "AS 1S" BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied. See the license for the specific language
governing permissions and limitations under the license.

e  Portions Copyright (c) 2010 RENCI

e Sencha Smart chart Legend, Copyright (c) 2011-2012 by Alexander Tokarev, nohuhu@nohuhu.org.

e JSch 0.0, Copyright (c) 2002-2014 Atsuhiko Yamanaka, JCraft,Inc. All rights reserved.
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e Jint (scripting library), Copyright© 2013 Sebastian Ros

e ACE, Copyright (c) 2010, Ajax.org B.V. All rights reserved.

e Jstz, Copyright (c) 2012 Jon Nylander

e |PAddressRange, Copyright 2012-2013 J.Sakamoto, Ms-PL License

e Open XML SDK 2.5, Copyright 2014 Microsoft Open Technologies, Inc.

e This application utilizes a licensed copy of AfterLogic software, copyright (c) 2002-2009, which is the
property of AfterLogic Corporation, www.afterlogic.com. All rights are reserved by AfterLogic. Use of any
objects outside of the context of this application is a violation of United States and international copyright
laws and other applicable laws.

HEAT Software Trademark Information

The following are trademarks of HEAT Software USA Inc. and/or its affiliates in the United States and/or other
countries: FrontRange Solutions™, FrontRange™, SaaSIT™, ModernizeIT™, SaaS2™, GoldMine™, GoldSync™,
GoldMine™ Answer Wizard™, GoldMine™ Management Intelligence™, GoldMine™ Manager's Console™,
iGoldMine™, HEAT™, HEAT™ Service & Support™, HEAT™ PowerDesk™, iHEAT™, HEAT™ Self
Service™, HEAT™ Manager's Console™, HEAT™ Answer Wizard™, HEAT™ Quick Start Wizard™,
InfoCenter™, Automated Processes™, First Level Support™, enteo™, DeviceWall™, Centennial Discovery™,
Discovery Dashboard™, MicroAudit™, SAM™, The HEAT Is On™, and other HEAT Software products and
brands.

Other Trademark Information
Microsoft™, Access™, Office™, and Windows™ are trademarks of the Microsoft group of companies. Other
products and brands are the trademarks of their respective owners or companies.

Contact HEAT Software USA Inc. at legal@heatsoftware.com.
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