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ABSTRACT

This document provides information regarding the use of Apple iOS Managed App
Configuration to configure Cisco Jabber. It is intended to provide basic guidance
only. For more detailed information, consult the Mobilelron Core Device
Management for iOS, the Mobilelron Cloud online documentation, and/ or the
Cisco Jabber Deployment and Installation Guide.
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Overview
Cisco Jabber

Cisco Jabber is a multi-platform collaboration tool. As a mobile soft client for the Cisco Unified
Communications (UC) System, the Jabber app provides integrated IP-based voice and video
calling, visual voicemail, Instant Messaging (IM)/ Presence, and WebEx Conferencing. For more

details about Cisco Jabber, visit cisco.com.

Apple iOS Managed App Configuration

Introduced in Apple iOS 7, Managed App Configuration provides a mechanism for MDM/ EMM
systems to send a dictionary which populates the NSUserDefaults of Managed Applications.
This feature makes it possible to remotely configure settings for Managed Applications. For
more details about Managed App Configuration, visit the Managed App Configuration section

of the iOS Developer Library

(https://developer.apple.com/library/ios/samplecode/sc2279/Introduction/Intro.html#//apple

ref/doc/uid/DTS40013823-Intro-DontLinkElementID 2) or consult the Mobilelron Core Device
Management Guide for iOS, available at https://support.mobileiron.com/ (login required).

General Configuration Information

The Cisco Jabber Managed App Configuration dictionary currently supports six parameters or
keys. A detailed discussion the role these keys play in a Cisco Jabber deployment is outside the
scope of this document, but a basic overview is provided in the following table.

Key Name
ServicesDomain

Description

Required. The DNS domain that
Jabber should use to perform
Service Discovery.

Required for hybrid deployments
where the voice serverisin a
different domain than the IM/
presence server.

Optional. You can exclude certain
Cisco Unified Communications
services from the Service Discovery
process.

VoiceServicesDomain

ServiceDiscoveryExcludedServices

Optional. Prompts user to specify
and e-mail address used to
determine home cluster.

Optional. Specifies the client
behavior for invalid (including self-
signed) server certificates. Default/
unspecified behavior is
RejectAndNotify.

Optional. Specifies the name of a
certificate with a public key in the
trusted root certificate store.

ServicesDomainSsoEmailPrompt

InvalidCertificateBehavior

PRTCertificateUrl

Supported Values
N/A

N/A

One or more of:
WEBEX

CUCM

CUP

Note: Separate values with commas if specifying more than
one. If all three values are specified, Service Discovery is
not performed and app must be manually configured.

ON
OFF

PromptPerSession
RejectAndNotify

Note: RejectAndNotify generates a warning dialog for
the user and prevents the Jabber App from running.

N/A
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The correct values for your environment should be supplied by your Cisco Unified
Communications system administrator. For additional information, consult the Cisco Jabber
Deployment and Installation Guide.

Creating an Apple iOS Managed App Configuration for Cisco Jabber on

Mobilelron Core

This procedure assumes you have already imported the Cisco Jabber app to the Apps@Work
enterprise app storefront. For more information on Apps@Work and application management
using Mobilelron Core, please refer to the Mobilelron Core Apps@Work Guide available at
https://support.mobileiron.com/ (login required).

Creating the plist (dictionary) file
The Mobilelron Marketplace contains A plist file template that can be downloaded here, as well
as a plist file example can that can be downloaded here.

1. Open either the plist template or plist example file in a text editor.

com.cisco.jabberlM_dCloud_example.plist

com.cisco.jabberiM_dCloud_example.plist

<? version="1.0" encoding="UTF-8"7>

<! plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" “http://www.apple.com/DTDs/PropertyList-1.0.dtd">
< version="1.0">

<

\

>ServicesDomain</key>

>dcloud. cisco.com</ >
>VoiceServiceDomain</\ey>

>dcloud. cisco.com</ >
>ServiceDiscoveryExcludedServices</key>
SWEBEX</ >
>InvalidCertificateBehavior</key>
>PromptPerSession</ >
>ServicesDomainSsoEmailPrompt</icy>
>0N</ >

>PRTCertificateURL</\ey>
>https://ca.miacme.com/CertSrv/cisco-jabber.cer</

AAAAAAAAAAANAN

</ >
</ >

Line 15, Column 25 Spaces: 4
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2. Under the servicesDomain key, specify or change the value of the string to reflect the
domain used for Cisco Jabber Service Discovery. The example below uses the domain

dcloud.cisco.com.

com.cisco.jabberlM_dCloud_example.plist

com.cisco.jabberlM_dCloud_example.plist

<?
<!
<
<

AAAAAAAAANAANAA

v

version="1.0" encoding="UTF-8"7>

plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
version="1.0">

>ServicesDomain</lcy>

>dcloud. cisco.com</ >
Svolceservilevumaln<s/ >

>dcloud. cisco.com</ >
>ServiceDiscoveryExcludedServices</le>
SWEBEX</ >
>InvalidCertificateBehavior</icy>
>PromptPerSession</ >
>ServicesDomainSsoEmailPrompt</icy>
>0N</ >
>PRTCertificateURL</\cy>
>https://ca.miacme.com/CertSrv/cisco-jabber.cer</

Line 15, Column 25 Spaces: 4

com.cisco.jabberlM_dCloud_example.plist

com.cisco.jabberlM_dCloud_example.plist

<?
<!
<
<

AAAAAAAAAAANA

v

versio 0" encoding="UTF-8"7>

plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
version="1.0">

>Semiiassbonainas =

-dcloud. cisco.com/ >
SVOICESET VILEUUa LI~/ >

>dcloud. cisco.com</ >
>ServiceDiscoveryExcludedServices</key>
SWEBEX</ >
>InvalidCertificateBehavior</icy>
>PromptPerSession</ >
>ServicesDomainSsoEmailPrompt</key>
>0N</ >

>PRTCertificatelRL</\ey>
>https://ca.miacme. com/CertSrv/cisco-jabber.cer</

Line 15, Column 25 Spaces: 4
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3. Delete or modify the strings for the remaining keys, as appropriate for your Cisco
Jabber environment. The following example uses all supported keys, the requirements
for your environment may vary.

com.cisco.jabberlM_dCloud_example.plist

com.cisco.jabberlM_dCloud_example.plist

<? version="1.0" encoding="UTF-8"7>

<! plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
< version="1.0">

<

v

>ServicesDomain</lcy>

>dcloud, cisco.com</ >
>VoiceServiceDomain</ <>

>dcloud. cisco.com</ >
>ServiceDiscoveryExcludedServices</le>
SWEBEX</ >
>InvalidCertificateBehavior</icy>
>PromptPerSession</ >
>ServicesDomainSsoEmailPrompt</icy>
>0N</ >
>PRTCertificateURL</\cy>
>https://ca.miacme.com/CertSrv/cisco-jabber.cer</

AAAAAAAAAAAA

Line 15, Column 25 Spaces: 4

4. Save the changes to the plist file.

Uploading the plist file to Mobilelron Core
1. Login to the Mobilelron Core Admin Portal.

e0e a L] micore.mobiieiron.demo > °

@ Mobilelron CORE
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2. Navigate to Policies & Configs in the navigation bar.

e0e < a L] « Micor mobreiron demo v u (4]

Policies & Configs

Configurations
T AddNew ~ Labels: A ¢ v earch by r
Name ~ Satting Type Bundie/Package ID  Desc... #Phones  Labels WatchUist  Quarantined Configuration Details
APPCONFIG forgepond com.ciec... Defa... O Anaron ° °
APPPOLICY forgepond com Gec Defa. 0 Android ° °
CERTIFICATE 0 0 °
scep 0 ° °
scep Cor 0 0 °
wr| wa ° Empioyee-Owned o o
scep Confi. © 0 °
wir| wF o o o
wiEl o 0 0
CERTIFICATE o o o
poe— Ped.. |0 o N Please select an item 1o view details
SCEP o o o
SCEP Pora ° 0 o
SCEP o o °
SCEP ° ° °
SCEP ° ° °
SCEP ° ° °
RESTRICTION Rowri.. 0 ° °
CERTIFICATE 0 0 °
CERTIFICATE 0 ° °
O Cimges o3 b W& 1-0d5%

Daplay a mens
R ———————————

3. Under Configurations, select the Add New drop-down menu, scroll to iOS and OS X,
then select Managed App Config from the sub-menu.

[ ]
[ ]
(@
»

& micore.mobieiron.demo v u O i

Policies & Configs

Configurations
v [Add New * | Labels: o v sarch by Use L
Name « Angrod b jundiePacksge D Desc.. #Phones  Labels Watchist  Quarantined | Configuration Details
Exchange Jgopoed comcisc... Defa.. O Anerad ° °
Emai Jopoed comcisc... Defa.. O Anerod ° °
< WeR ° ° °
A ven ° ° °
: ° ° °
° Employee-Owred ° °
° ° °
° ° °
° ° 0
° ° °
N . . Please select an tem 10 view details
° ° °
° ° °
° ° °
° ° °
° ° °
° ° [)
RESTRICTION ° ° °
CERTIFICATE e ° ° [)
CERTIFICATE e ° ° °
Gerersl
oww
M4 paget o3 b M D = 1-200f54
Display & meny for o™
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4. Specify a name in the Name field of the New Managed App Config Setting dialog box.

eo0e < D a « & micore. mobieiron.demo . 6|60 m

Co i Policies Policies C Actions

New Managed App Config Setting

Bl o

Managed App Config allows you to specly a configuration dicticnary to comenunicate with and configure third-party managed apps. It is supported only by
1057 and later.

License Required: This feature requives a separate license. Prior to Lsing this feature, ensure your Organization has purchased the required koenses.

Bundield:
File: Choose File o file selected

5. (Optional) Specify a description in the the Description field.
6. In the Bundleld field, type com.cisco.jabberIiM (note that this value is mandatory and
case sensitive).

ene < D a a« TS ~ 1510 BB

Co i Policies Policies C Actions

New Managed App Config Setting

Bl o

Managed App Config allows you to specly a configuration dicticnary to comenunicate with and configure third-party managed apps. It is supported only by
1057 and later.

License Required: This feature requires a separate license. Prior to Using this feature, ensure your organization has purchased the required kcenses.

Name: Cisco Jabber - Example
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7. Click the Choose File button.

ene < in) a - & micore.mobiieiron. demo v t 2 ° =

Co i Policies Policies C Actions

New Managed App Config Setting
[ s

Managed App Config allows you to specify a configuration dicticnary to comenunicate with and configure third-party managed 2pps. It is supported only by
1057 and later.

License Required: This feature requives a separate license. Prior to using this feature, ensure your organization has purchased the required kcenses.
Nare: Cisco Jsbber - Example
Description:
Bundield:  com.cisco jabberIM
File: Choose File

8. Browse to the location of the file you created/ edited in the section titled “Creating the
plist (dictionary) file”, select the file and click Choose.

Y & micore.mobleiron. demo v [+
::!:u o e i : -
Favorites Name Date Modified v size  King
{3 Dosicop
cisco, M Dec 21 0:59 AM 852 bytes  property hst
B Al My Files com.cisco jabberlM_example.plist o 3 C es  propert
com.cisco jabberlM_template.plist Dec 21, 2015, 10:52 AM 695 bytes  prop
# Applications com.cisco.im_OneTouch_AppConfig_rev2.xmi Dec 17, 2015, 5:04 PM 6KB XML
5 Documents com.cisco.im_OneTouch_AppConfig.xmi Dec 17,2015, 3 6KB xt
0" ISE MDM AP1 v2 Spec.docx Nov 19, 2014, 10:4 155 KB
© Downloads < .
O ISE MOM AP#-2-3-3_Mobileiron comments{1].docx Nov 11, 2014, 8:16 69 KB
H Movies T ISE MOM API-2-3-3.docx Nov 11,2014, 8:15 AM 179 KB
@} iploutte pxGrid Jul 14, 2014, 9:33 AM
£ Box Sync
& Google Drive
() Pictures

[ Doloted Users

Devices
&) Macintosh SSD

Shared

Modia
J1 Music
8 Photos
H Movies

Tags
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9. Click the Save button.

ene < 1] a 9« # micore.mobiieiron.demo ¢ b, 0.8

Co i Policies Policies C Actions

New Managed App Config Setting

Bl o

Managed App Config allows you to specly a configuration dicticnary to comenunicate with and configure third-party managed apps. It is supported only by
1057 and later.

License Required: This feature requives a separate license. Prior to using this feature, ensure your organization has purchased the required kcenses.
Name: Cisco Jabber - Example
Description:
Bundleld: | com.cisco.jabberIM
File: Choose File - COM.CiSCO]...mple. plist

ene < [ia] a o & micore.mobleiron.demo v h, & O

C Policies Policies C Actions

New Managed App Config Setting [}

New App Config Setting was successfully added.
oK
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Assign the configuration to a label
1. Under Configurations, select the checkbox next to the newly created Managed App
Config Setting in the left-hand pane.

e0e < 1§ a - « micore.mobreiron demo v u LN =

Policies & Configs

Configurations Policie ActiveSync P

8 More Actions ¥ Add New ¥ Labels: A phone v Search by Use r

( Setting Type Bundle/Package ID  Desc. Phones  Labels Watchist  Quarantined |  Configuration Details m

ot s H e Cisco Jabber - Example
APPCONFIG forgepord.com cisc....  Defa.

APPPOLICY forgepord. com.ciec...  Defa.
CERTIFICATE
d SCEF SCEP

scep Con
Wil wes Employee-Owred Ao
scep Con 2 Lok
WIFl Wk S

¥ Details

CERTIFICATE FikeName com 650 AbDOIM_oCkuud_exampie pist

.
0

0

°

0

0

0

°

0

°
WIFI 0
0

°

°

0

o

0

°

0
RESTRICTION Resri.. O
0

© ©© 000000 0©0©0000©®©°° o o
©©c©c 0000000000000 00 0 O

CERTIFICATE

4 pPoger o3 P M & 1-20055
Dspiay 3 mory

2. Click the More Actions drop-down menu and select Apply to Label.

e0e < T a - “ micore.mobreiron demo v u o B

Policies & Configs

v arch by »
Bundie/Package ID  Desc... #Phones  Labels WatchList  Quarantined Configuration Details m
= Saropte e L 9 Cisco Jabber - Example
forgopond com.cisc... Defs.. 0O Andeod [} 0
forgepoed comcisc...  Dofa.. O et ° °
CERTIFICATE ° ° °
SCEP ° ° 0
scep Conki.. O ° °
» Usage
WIFI Wi 0 Emgioyve-Owrod 0 °
SCeP Coni ° ° ° e —
WIFI WeFi.. 0 ° o » Modifcation History
WIFI ° ° ° ¥.Dvklls
CERTIFICATE ° 0 0 FileName com %o abberiM_cCloud_exampio pist
SCEP Perd. ° ° o
SCEP ° ° 0
SCEP Perd. ° ° o
SCEP ° ° 0
SCEP ° ° o
SCEP ° ° 0
SCeP ° ° o
RESTRICTION Resn ° ° 0
CERTIFICATE ° o o
4 pger o3 0 M D 1-20055

Display o for “MIDEIMCOm. Moblen. Semo/mity/adminiagm ™
R EEEE————————
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3. Select the checkbox next to the Label that matches the community of users and/ or
devices that require the new Managed App Config Setting.

ene < in) a - & micore.mobiieiron. demo ¢ (o] 2 [+]

Co i Policies Policies C Actions

Apply To Label
Description
DO NOT assign Fitier Crtoria: use a...
Agply 10 evices that shorskd be mon.
Al dovices iospociive of O
Ladel for all Gevices irespoctive of OS.
Latel for il Android Phcces.
Al Business Development personnel
Business Devoicpmert - Android ony
Busress Devicpment - I0S only

¥ Ladel for sman
_ Contractors - MAM Only  Label for conactons subject to MA.
[} Disabled Accounss
4 (Pger o2 b M &

ene < 1] a 9« # micore.mobiieiron.demo ¢ b, 0.8

Co i Policies Policies C Actions

Apply To Label
Description
DO NOT assign Fitier Crtoria: use a...
Agply 10 evices that shorskd be mon.
Al dovices iospociive of O
Ladel for all Gevices irespoctive of OS.
Latel for il Android Phcces.
Al Business Development personnel
Business Devoicpment - Android ony

Busress Devicpment - I0S only
Label for wman.

Label for contracions subject to MA
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5. Click the OK button in the Apply configuration settings to Labels dialog box.

e0e < a L] « Micore.mobreiron demo v u o

Policies & Configs

Configurations

Apply configuration settings to Labels a8

An event for applying the selected labels to the configuration has been queued.
oK

Creating an Apple iOS Managed App Configuration on Mobilelron Cloud
1. Login to the Mobilelron Cloud Admin Portal.

e0e < I a, e & sandbox.moblieiron.com

Q‘ Mobilelron

2. If you need to import the Cisco Jabber app, select Apps from the navigation bar. From
the sub-navigation bar, select App Catalog.
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ene < D a L) sanabax.mobileircn.com v u G =

APP NAME v | PLATFORM AVG. RATING USER DISTRIBUTION GROUP DISTRIBUTION SOURCE cost size

Mobileiron Go 08 0 1 Public FREE 10.99 MB
210
~ Type

In-House (0)
Public (1)

~ Device Type
Al (1)
Tablet (0)
Phone (0)

v os
Androld (0)
108 (1)

If you have already imported the Cisco Jabber app to the Mobilelron Cloud App Catalog,
please proceed to Step 9.
3. Click the Add+ button.

ene < D a L) sanabax.mobileircn.com v u G =

APP NAME v | PLATFORM AVG. RATING USER DISTRIBUTION GROUP DISTRIBUTION SOURCE cost size

Mobileiron Go 08 0 1 Public FREE 10.99 MB
210
~ Type

In-House (0)
Public (1)

~ Device Type
Al (1)
Tablet (0)
Phone (0)

~os
Androld (0)
108 (1)
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4. Select App Store from the drop-down menu next to the Search field.

5.

ene < D a L]

sanabax. mobileiron.com

App Catalog Categories Reviews

Add App Cancel X

e - -~
@ Choose @) Ao store

0 Apps
b Google Play
2 Descrive & n-House
3 Distribute
4 Configure
Business Apps
Docs@Work S Web@Work Email+ (I0S)
Intuitive app to access, annotate, 3‘: Secure browser that lets users A secure and containerized email
share, and view business access web content within the client that allows you to easily and
documents from email, SharePoint, corporate intranet without securely gain access to your
Dsplay 3 mory

Type cisco Jabber in the Search field and click the Cisco Jabber app in the Search
Results.

ene < D a 5 sanabax.mobileircn.com

App Catalog Categories Reviews Catalog Settings

Add App Cancel X

e - Csca.bbbu‘— R4
() choose 2 Apps

Cisco Jabber Guest Access - Cisco Jab...
2)) Descride Cisco Cisco

3 Distribute

4 Configure

Business Apps

Docs@Work M Webawork Email+ (I0S)

Intuitive app to access, annotate, 3‘: Secure browser that lets users A secure and containerized email
share, and view business access web content within the client that allows you to easily and
documents from email, SharePoint, corporate intranet without securely gain access to your
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6. Click the Next = button.

ene <« D a - sanabax. mobileiron.com v u G =

App Catalog Categories Reviews

Add App ancel X @ - cscosatorr -~
() choose 2 Apps

Cisco Jabber Guest Access - Cisco Jab...
2 Describe Cisco Cisco

3 Distribute
4 Configure
Business Apps
Docs@Work s Web@Work Email+ (I0S)
Intuitive app to access, annotate, 3}/ Secure browser that lets users A secure and containerized email
share, and view business access web content within the client that allows you to easily and
documents from email, SharePoint, corporate intranet without securely gain access to your
Dspiay 3 moru

7. Verify the app details, then click the Next = button.

ene < D a 5 sanabax.mobileircn.com S g N

App Catalog Categories Reviews Catalog Settings
Add App ancel X
Cisco Jabber
Cisco
g Choose
Describe App Information
3 Distribute Size: 135.91 MB Category:
Source: Public Business « Productivity
4 Configure Cost: FREE
Compatibility: Compatible with iPhone, IPod touch, and IPad
What's New

- Dial via Office - Reverse is supported over Mobile and Remote Access.
- Stabllity Improvements

Description

- =

8. Select the community of users and/ or devices to distribute the app to, then click the
Next = button. For more information on app distribution and/ or Custom Device
Groups, please refer to the Mobilelron Cloud online documentation.
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9.

sanabax. mobileiron.com

Add App

Choose

Descride

Distribute

4 Configure

App Catalog

Categories Reviews Catalog Settings

Cisco Jabber

Cisco

Choose one of these options

() 2

Everyone No One

AVl users with compatidle
this app in the App

No user will rec

ates wtios

« Back

s app. (Stage for

«l»

Custom

Proceed to Step 11.
Click the Cisco Jabber link.

sanabax. mobileiron.com

2apps Clear

¥ Type
In-House (0)
Public (2)

~ Device Type
Al (2)
Tablet (0)
Phone (0)

v 08
Android (0)
i0S @)

App Catalog Categories Reviews Catalog Settings
+ Add
APP NAME PLATFORM AVG. RATING USER DISTRIBUTION

Ginco Jabver e 108 0

1m11

Mobileiron Go os 0
@
Showing 1to 2 of 2

GROUP DISTRIBUTION SOURCE cost SIZE
1 Public FREE 135.91 MB
Public FREE 10.99 M8
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10. Click the App Configurations tab.

ene <« D a L]

sanabax.mobileircn.com v u G BB

~ Back to list App Catalog Categories Reviews Catalog Settings
Cisco Jabber
Cisco | Version 11.1.1
Actions v

Details Distribution App Configurations wws

App Information

Size: 135.91 MB Category: Business, Productivity
Source: Public Avg. Rating:
Cost: FREE

Compatibility: Compatible with iPhone, iPod touch, and iPad.
Date Created: 10 minutes ago by tjplouffe@miacme.com

Bundle ID: com.clsco jabberiM

What's New

- Dial via Office - Reverse is supported over Mobile and Remote Access.
- Stability Improvements

Description

Dspiay 3 moru

11. In the App Configurations section of the App Catalog screen, scroll to iOS Managed App
Configuration and click the + (add) button.

ene <« D a L]

sanabax.mobileircn.com v u G BB

App Catalog Categories Reviews
Add App Cancel X
Cisco Jabber
Cisco
Choose
Descride @ AppConnect Custom Configuration 04 .
Define custom key-value pairs based on app documentation to configure AppConnect-enabled appications.
Distribute
Configure  AppTunnel o .
Define tunneling rules to aliow traffic to specific services via Sentry. Multiple widcards can be added and will be given priority in order they are listed

,. iOS Managed App Configuration .‘.-

Centrally define app configuration options specific to this app and end users.

Q PerApp VPN o B

Enable Per-App VPN for this app 50 that the app wil connect to enterprise services via native IOS capabilities or using the Tunnel app.

EL =
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12. Enter a name in the Name field of the Configuration Setup section.

ene < D a L) sanabax.mobileircn.com v u G =

App Catalog Categories Reviews Catalog Settings
Add App Cancel X
Cisco Jabber
Cisco
Choose
Describe
Configuration Setup
Distribute i
I
Configure
+ Add Description
iOS 7+ Managed App Settings
Key Value
+ Ada
Distribute this App Config
Choose one of these options
=
- Back
Dy 3 mou

13. Click the + Add link in the iOS 7+ Managed App Settings table.

ene < D a 5 sanabax.mobileircn.com S v N

App Catalog Categories Reviews Catalog Settings
Add App Cancel X

Cisco Jabber

Cisco
Choose
Descride

Configuration Setup
Distribute Name
Cisco Jabber - Example

Configure

+ Add Description

iOS 7+ Managed App Settings

Key Value

__’ + Ada

Distribute this App Config

Choose one of these options

—

= =
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14. In the Key field, type servicesbomain. In the Value field, type the domain name used
for Cisco Jabber Service Discovery.

ene < D a

sanabax. mobileiron.com

App Catalog Categories Reviews Cata: tings
Add App ancel X
Cisco Jabber
Cisco
Choose
Descride
Configuration Setup
Distribute Name

Cisco Jabber - Example

Configure

+ Add Description

iOS 7+ Managed App Settings
Key Value

I—swcosoomm Jabbermiacme.com| I x
+ AGC

Distribute this App Config

ey =]

Dspay 3 ~oy

15. Repeat Steps 13 — 14 for the remaining keys and values required for your Cisco Jabber
environment.

ene < D a

sanabax. mobileiron.com

App Catalog Categories Reviews Cata

og St 9!
Add App ancel X
Cisco Jabber
Cisco
Choose
Describe iOS 7+ Managed App Settings
Koy Value
Distribute
SenicesDomain Jabber miacme.com X
Configure \oceSenvceDomain jabber-voce mcame. com X
ServiceDiscoveryExcludedServices WEBEX x
SenvicasDomainSsoEmaIProme! oN x
Irval aCs PP x
PRTCenticateUr! hitps//ca.miacme.com/CenSrvicisco-a x
-
== =]
Dispiay 3 ™oy

16. Select the community of users and/ or devices to distribute the app to, then click the
Next = button. For more information on app distribution and/ or Custom Device
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Groups, please refer to the Mobilelron Cloud online documentation.
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App Catalog Categories Reviews Catalog Settings

faa hoe e @ Cisco Jabber
Cisco

Choose
Descride
PRTCeniScateUr! heps.//ca.miacme com/CenSrvicisco-a X
Distribute e
Distribute this App Config
¢ gure Choose one of these options
° - ¥
Everyone with App No One Custom
Al Users who have the app Stage this App Config for later distribution This config goes to a custom defined set of
o user
=
Dspay 3 oy

17. Click the Done button.

0O < D a - sandbax.mobileiron.com v u e

App Catalog Categories Reviews Catalog Settings
Add App Cancel X
Cisco Jabber
Cisco
Choose
Define how the app gets promoted and appears in the app catalog for specific groups or individuals. Options are: Not Featured, Featured List and —
S . on ¢ " dorte
Descride ‘eatured Banner. This has a default configuration that can be edited but not prioritized
distribution sottings.
Distribute Allows settings for an a Aluses @
Configure
@ AppConnect Custom Configuration 04 -
Define custom key-value pairs based on app documentation to configure AppConnect-enabled appications.
(T AppTunnel 04 .
Define tunneling rules to allow traffic to specific services via Sentry. Multiple wikdcards can be added and will be given priority in order they are listed
, iOS Managed App Configuration 1+ -
8 Gentrally define app configuration options specific to this app and end users
=
Dy 3 mou
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